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ABSTRACT- Biometrics has become an essential part of
our lives. It has evolved significantly over past few decades.
From unlocking of phone to marking attendance in office and
making bank transactions, everything has been automated
with the use of biometrics. A lot of biometric attributes are
in use with each having its own pros and cons. This paper
presents a study of different biometrics and their features.

KEYWORDS: Biometrics, Security, Forgery, Signature,
Hand Vein, Fingerprint.

I. INTRODUCTION

Security has become an attention seeking concern these days
with an advent in the area of information technology. It’s an
era of secure automations with so much dependency on
technology that a small error may lead to loss of personal
data. All of these automations require user confirmations to
provide the access which can be accomplished by using some
sort of keywords or passwords[1]. Traditional methods fail to
provide the desired security level for highly important and
confidential data. So, it was the need of an hour to switch to
some other attribute for identification of a person which
assures better security along with user convenience.

The best way to improve security is by identifying or
verifying the person with some technique. The science of
identifying or verifying a person based on physiological or
behavioral trait is known as biometrics. Fingerprints, iris,
face, veins come under physiological biometrics and gait,
voice, DNA comes under behavioral biometrics.

The necessity of biometrics has been imposed by access
management system which requires accurate identification
of a person for several large scale applications. The most
important step in this is the verification of claimer’s identity.
This is done to protect the important resources from
impostors. Traditionally an identity card or password was
used for this purpose but it came with the shortcoming of
being lost, stolen, shared or forged. Mere forgetting the
password or losing the identity card may deny the genuine
user to forbid the access. Biometric has emerged as a reliable
and automated authentication attribute that can’t be shared,
stolen, forged or forgotten [2]. Figure 1 shows the traditional
and biometrics based authentication system.

In addition to these, biometric system is user-convenient as
any identity card or password need not be kept safe or
remembered all the times.
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Figure 1: Authentication Systems (a) Traditional system using ID
card and Password (b) Biometric based Authentication System [2]

II. BIOMETRIC BASED AUTHENTICATION
SYSTEM

An authentication system based on biometric attribute
acquires the data from an individual, extracts unique features
from it and compares the extracted features with the ones
preserved in its database. The decision regarding authenticity
of a person is made based upon the comparison result. So, a
general authentication system consists of four major
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modules: data acquisition module, feature extraction module,
matching module and database module.

Data Acquisition Module: An appropriate sensor that may
be a scanner or camera is used to obtain the original
biometric data of an individual. Figure 2 shows most
commonly used biometric attributes for authentication
systems.

The quality of data depends upon the characteristics of sensor
technology used. Now-a-days, camera is being used to
acquire most of the physiological attribute as the data is
required in form of images. So, a good quality camera
resolves the problem of obtaining a fine data from an
individual. Sometimes, a pre-processing algorithm is applied
to improve the quality of data. However, in few cases where
the quality of data is compromising, the biometric data is
collected again from the user.

Feature Extraction Module: The pre-processed biometric
data is then processed using some algorithm and a set of
unique features is extracted from it. The feature set varies
from attribute to attribute and even different feature sets may
be extracted from the same attribute by different researchers.
For example, in a signature verification system, height, width
and area are extracted as features[3]. These feature sets are
then stored as template in database during the enrolment
phase.

Matching Module: It matches the feature set of presented
data with the stored templates and calculates a similarity
index between them. This similarity index is used to validate
a person’s identity.

Database Module: The database module stores all the
biometric information. During the enrolment phase, the
feature set extracted from the raw samples are stored as
templates along with some personal information like name,
address, contact number etc.

So, every user needs to get enrolled first so that his/her
template and personal information gets stored in the database
module. After enrolment, he/she may be authenticated to get
the desired access.

111, COMMONLY USED BIOMETRIC
ATTRIBUTES

A lot of physiological and behavioral attributes are used for
biometric system. Figure 2 depicts some of the majorly used
biometric attributes. The major characteristics of some of
these are explained as under:

Keystroke Pattem

Figure 2: Commonly Used Biometric attributes [2]

A. Fingerprint
Fingerprint is the most widely used biometric attribute. It is
preferred due to its uniqueness, ease to capture, performance
and cost effectiveness. It is extensively used for forensic
applications but it is widely used in other applications like
access control, financial transactions, adhaar card etc. With
its popularity and demand, it has become an identity card
which people carry all the time. This creates a huge demand
of automatic fingerprint identification systems. However, it
needs to be combined with other biometric traits to increase
its reliability at a cost of increased complexity and price
[4].A simple cut or moisture in the skin may lead to its

failure. The major problem associated with it is forgery. It
can be replicated easily which leads to security issues [11].

B. Ear

Ear-based biometrics is a relatively new and innovative
technique. Ear geometry can be captured easily using a smart
phone camera even from a distance and without user’s co-
operation as it is large [5]. The ear structure is unique and
stable over age and facial expressions or all individuals and
can he used as a biometric attribute for authentication
purpose [6]. This technique is not very well known yet
because it is at initial stages of research. Further, the system
faces difficulty if the hair covers the ear [7].
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C. Face

Face is the most common physical identity of any individual.
It is unique and easily accessible. Even the face of identical
twins which can’t be differentiated by naked eye differs in
terms of minute things like placement of eyebrows, breadth
of nose and size of eyes etc. These are the distinguished
features which can be utilized by a biometric system to
identify an individual[8]. If the face image is captured using
a high quality camera and used for matching purpose, it can
be used for authentication or verification of a person by using
pattern matching techniques. It suffers problems with
different pose, background, expressions, and lightning [7].

D. Hand geometry

The spatial geometry of hand is unique for every person and
is used for the authentication purpose. The hand or finger
dimensions can be utilized for the same. However, owing to
the storage requirements, two or three fingers are accessed
and measured for matching[7].This can be done with 2D or
3D images of the hand. The dimension parameters like
length, width, thickness and surface area are measured and
stored as a template[9]. This method is not widely used and
suffers problems with hardware requirements.

E. Retina

The blood vessel pattern in the retina of a person is unique
for all individuals and even among identical twins. The
retinal style gets altered due to some diseases like diabetes,
glaucoma etc but retina remains the same [8]. This
strengthens the capabilities of retina as a biometric attribute.
This means, the image of retina (blood vessel pattern) can be
captured, stored and used as a template for further processing
to distinguish the individuals [7]. It is reliable and accurate
but it fails to identify or authenticate people having cataracts,
astigmatism; people wearing glasses or lens and is not user-
friendly in terms of cost and convenience[7], [8].

F. Hand Veins

The veins pattern present in hand of an individual is unique
and possesses characteristics to be used as a biometrics. It
can be captured using infra red camera. The captured images
can be used for matching process. However, it should be
more reliable to seek attention [7]

G. Signature

Signature in general is the way, a person signs his name. It is
a behavioral characteristic of that individual which
represents unique variations in hand geometry. Signatures
based authentication system is well-known and widely used
with numerous applications like bank cheque clearance [3].
This technology extracts features like direction, speed and
shape of a signature and uses it for the matching purpose.
However, it is not reliable in long term and needs
improvement in accuracy [7].

H. Palm print

Just like the fingerprint, the palm print of an individual is
unique. It contains unique information like indents and
symbols which can be used to match palm print of two
individuals. It can be utilized for forensic, criminal and
commercial applications. But it doesn’t remain stable over
time, working conditions or profession of a person[8] .
Further the presence of moisture and wrinkles may affect the
accuracy of the system [7].

. Gait

It is a behavioral biometric to identify people based on their
unique way of walking. Human motion involves movements
of many muscles and joints in a synchronized manner.
Though the basic movement pattern remains the same, gait
varies among individuals in terms of magnitude and timing.
Slight variations in gait can be used as a biometric attribute
for identification or authentication of a person. The features
like step-length, step-width, speed and rotation of various
joint like hip, knee and ankle etc are measured and used as
features for matching [10].

IV. SELECTION OF A BIOMETRIC
ATTRIBUTE

A number of biometric attributes each having its own pros
and cons are proved to be and are being used as an attribute
for authentication purpose. For a particular application, the
choice of a biometric attribute is made based upon its
characteristics which determine its suitability. These
characteristics are:

(a) Universal: Every person should possess that
attribute.

(b) Unique: The given selected attribute should be
unique to each individual among the huge
population.

(c) Permanent: The selected biometric attribute
should remain permanent or stable over a
period of time.

(d) Easy to acquire: It should be possible to
acquire the biometric attribute without causing
any harm or inconvenience to the user.

(e) Performance: The system should be accurate
and compatible with the application specific
constraints.

(f) Acceptable: The target individuals should not
have any objection to present their biometric
attribute.

(g) Forgery: The biometric attribute selected
should be difficult to forge.

All of these characteristics are hard to find in any one
attribute. However, a suitable attribute can be selected based
upon the requirements of application.

V. CONCLUSION

Different biometric systems are available these days each
being good at one or other parameters like user convenience,
cost, forgery and accuracy. A particular biometric attribute
can be selected and implemented for authentication as per the
application. For daily life applications fingerprint is mostly
used due to its user-convenience, however for highly secure
applications retina is preferred.

Hand-veins are drawing attention of researchers as it is user
convenient as well as secure against forgery. A lot of work
needs to be done before it being used in commercial
biometric applications.
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